City of Troy 
Draft Social Media Policy
Purpose and Overview 
Social media technologies are used by millions of people worldwide to create, connect, and collaborate online. The term “social media” refers to websites and applications involved with interactive information sharing and interoperability. Social media technologies can enhance the relationships between governmental entities like the City of Troy and the public. They can help improve government transparency, increase collaboration, and encourage greater citizen participation and engagement. Multimedia and video sharing tools can inform and engage the public about important issues.
The City will maintain a standard social media use policy for the following purpose and benefits:
· Permit the responsible use of social media by designated employees.
· Establish minimum requirements for proper use of social media by City employees; and
· Help make government more accessible and transparent to the public.
Use of Social Media for the City of Troy
Departments can use social media tools in a variety of ways to advance their mission and engage the public. 
The creation, maintenance, and discontinuance of government entity social media sites are the sole responsibility of the City of Troy. The Public Information Officer in consultation with the Bureau of Information Services (BIS) or their designee is responsible for maintaining the government entity’s social media site(s), including but not limited to securely maintaining the location and access rights associated with such sites. 
Any social media account created or established by a City of Troy employee for official use or purpose shall be the sole property of the City of Troy, with administrative access and control submitted to BIS for retention and management at the discretion of the City of Troy. 
When posting on government entity social media sites, only users authorized by the Public Information Officer, BIS or other designee may post on behalf of the government entity pursuant to all applicable Federal and State laws, regulations, and policies as well as any terms of use/terms of service applicable to the social media site being used. 
Social Media Use Statement 
The following statement outlines the expectations of persons using a specific social media technology, whether staff or external users. All City-operated social media sites must display or link to the following Social Media Use statement:
Citywide Social Media Use Policy 
The City of Troy engages the public through many digital outlets, including troyny.gov, and various social media platforms. Communicating with the City through social media enables you to contact us in a direct and meaningful way. 
The City’s social media sites—such as Facebook, Twitter, Instagram, and YouTube—are located within host sites that maintain their own terms of service, terms of use, privacy policies or other rules (“Terms of Service”, TOS) governing the use of these sites. All users are subject to the TOS of the host site when visiting a public social media site maintained by the City. Information (photos, videos, messages etc.) you share with or post to public pages maintained by the City may be used by the owners of the host site for their own purposes pursuant to its TOS.
The City may host its own social media sites, whose site-specific Terms of Service govern the use of those sites. The user agrees that any information they post on a public social media site maintained by the City is irrevocably, permanently licensed to the City and may be treated by the City as public information subject to disclosure to third parties. If a copyright is indicated on a video, photo, graphic or other material, permission to copy the material must be obtained from the original source of the material before posting. 
Communications made to a government entity through a public social media site will not be considered formal public comment and shall not constitute official legal notice to the City or requests for records under the Freedom of Information Law. The public may not submit for services of process, for service of notice of defect or notice of conditions via social media sites. Such submissions will not be acknowledged. 
Communications made to an agency of City government through a public social media site will not be considered formal public comment, and shall not constitute official legal notice to the City for any purpose, or be considered as requests for records under the Freedom of Information Law. The public may not file or serve any notice of defect, notice of conditions, notice of claim, or any legal process via social media sites. Such submissions shall have no legal effect and will not be acknowledged.
Disclaimer: Thank you for visiting the City of Troy on [insert social media site]. The opinions and beliefs expressed by users on this site are those of the users and do not reflect the views or opinions of the City. Comments posted on this site are not considered formal public comment and are not promised or guaranteed to be accurate, current, or complete. The City is not required to preserve indefinitely all material posted to its digital outlets, unless otherwise required. Links or advertisements provided on this website may have been placed there by the social media host site and not the City. Their placement does not constitute an endorsement of the content, viewpoint, accuracy, opinions, policies, products, services, or accessibility of those items by the City. Once you follow a link to another website from this website, you are subject to the terms and conditions governing the use of that external website.
Use of Social Media by City Staff
City staff may use social media technologies in their official capacities and on behalf of the City only if authorized by the department or government branch they work for. The City may also authorize department or legislative staff to use social media technologies to (a) increase collaboration among workforce members, (b) support greater participation in the government entity's operations, where appropriate, and (c) improve operational efficiencies within the government entity. 
City staff must adhere to the following rules when using such technologies through BIS resources and/or in their capacities as City staff. All City staff designated to manage City social media pages must adhere to the following: 
· Shall abide by all applicable policies, terms of use and work rules regarding the use of the Internet and information technology resources when using social media tools in their official capacity. The use of social media tools on government entity IT resources will be monitored by the same method as defined in those policies and work rules. 
· Are responsible for all of their online activities on behalf of the City.
· Shall not discuss or post confidential, proprietary or otherwise restricted information. 
· Shall obtain the necessary authorizations by management and the City’s Public Information Officer, or other designee, as appropriate, to communicate on behalf of the City. 
· Shall communicate in a professional manner. 
· Shall abide by copyright and other applicable laws. Users should be aware that libel, defamation, copyright and data protection laws apply to postings on social media websites. 
· Shall operate City social media pages using devices authorized by the City’s Public Information Officer or BIS only.
· Must obtain permission before publishing photographs, videos, or quotes of others, and include appropriate attributions to content, where required. 
· Shall utilize appropriate standards for posting content in accordance with best practices for accessibility for individuals with disabilities.
· Shall adhere to established procedures by BIS to secure and maintain login credentials for City governmental social media networks.
· Shall refrain from posting content from personal or political campaign accounts associated with elected officials and/or political organizations to official City government social media accounts.
Legal Overview
The legal issues regarding the use of social media may differ across governmental entities. Therefore, staff responsible for managing social media platforms on behalf of the City need to make sure that the tools in use do not violate any privacy laws, state records policies and laws, requirements of Federal law, copyrights, Terms of Use policies or contracts, or expose the City to liability. Special consideration must be given to securing information systems and devices from malicious activity. 
This policy shall take effect upon publication. The policy must be reviewed at least once every two years to ensure relevancy, including assessment of compliance with this policy.
Questions regarding the City of Troy social media use policy may be directed to troy.socialmedia@troyny.gov 
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